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(1) The PDF Reader enters their login credentials 
into the protectedpdf in-document logfin page, in-
cluding a user identifier, defined by the PDF’s owe-
ner (username, email, serial number, etc.) and a 
password. The password is transferred using chal-
lenge response, such as a SHA1 hash. This infor-
mation, along with the IP address, machine GUID 
(used to uniquely identify a computer) and the 
document ID is sent to the protectedpdf server. 

(2) The protectedpdf web server determines 
whether the document has been retired, if so a 
message is relayed to the PDF reader. If it has not 

been retired, the protectedpdf web server packages 
the information from the protectedpdf document as 
an Authentication context and transmits this to the 
PDF owener’s External Identity Provider (EIP) web 
service. This constitutes all the information required 
to make the decision whether to grant access to the 
protected content. 

(3) The EIP analyzes the authentication context. It 
may need to communicate with the Customer Data-
base to validate the credentials. When a password 
is entered by the PDF Reader, the hash is repro-
duced to verify PDF Reader identity. The PDF 

Owner is free to define any business rules based on 
the Authentication Context in order to grant access 
to the document. 

(4) The EIP delivers the final access rights to the 
protectedpdf web server. This can include a range 
of controls, such as offline access and watermark-
ing. Custom alert messages can be relayed to the 
PDF Reader also. 

(5) The protectedpdf web server processes the de-
cision delivered by the EIP and instructs the pro-
tectedpdf document to perform the required actions. 
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password. The password is transferred using chal-
lenge response, such as a SHA1 hash. This informa-
tion, along with the IP address, machine GUID (used 
to uniquely identify a computer) and the document 
ID is sent to the protectedpdf server. 

(2) The protectedpdf web server determines whether 
the document has been retired, if so a message is 
relayed to the PDF reader. If it has not been retired, 
the protectedpdf web server packages the informa-

tion from the protectedpdf document as an Authenti-
cation context and transmits this to the PDF owe-
ner’s External Identity Provider (EIP) web service. 
This constitutes all the information required to make 
the decision whether to grant access to the pro-
tected content. 

(3) The EIP analyzes the authentication context. It 
may need to communicate with the Customer Data-
base to validate the credentials. When a password is 
entered by the PDF Reader, the hash is reproduced 
to verify PDF Reader identity. The PDF Owner is 
free to define any business rules based on the 

Authentication Context in order to grant access to 
the document. 

(4) The EIP delivers the final access rights to the 
protectedpdf web server. This can include a range of 
controls, such as offline access and watermarking. 
Custom alert messages can be relayed to the PDF 
Reader also. 

(5) The protectedpdf web server processes the deci-
sion delivered by the EIP and instructs the protect-
edpdf document to perform the required actions. 



Thank-you for contacting 
Vitrium Systems.

A Sales Representative will be in contact to 
answer any questions and provide you with 
more information about protectedpdf.

For immediate assistance, please call:
1-866-403-15001-866-403-1500
1-604-677-1500

If you would like to learn more about how you can start using protectedpdf, please complete
the form below and a sales representative will contact you. Upon submitting your information a
communication dialog box will appear, please select allow.

1. First name*

2. Last name*

3. Organization*

4. Email*

5. Phone*

6. State/province

7. Country/region*
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